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Summary
In a current geopolitical climate characterized by weakened multilateralism, the return to ‘bloc
thinking’, and the perception that military strength equals a higher degree of security, new
technologies add yet another layer of complexity in an already challenging state of affairs. Rapid
advancements in fields as varied as machine learning, neuroscience, robotics, or behavioral
economics are already increasing the scale, scope, and interconnectedness of new technologies
and their military applications. The disruptive potential of these technologies, their ‘easy-toobtain’ and dual-use nature, as well as the significant strategic advantage they would procure to
States that possess them, also call into question the applicability of the traditional approach to
arms control. From cyber operations and their impact on nuclear deterrence to autonomous
weapons systems and cognitive warfare, this paper aims at providing possible avenues for
reflection on the impact of new and emerging technologies on the future of warfare, while
exploring potential solutions in terms of governance and regulations in an increasingly complex
international security environment. The present analyses revolve around two main arguments:
First, the destructive potential of new military technologies could indeed be the key uniting
factor leading States back to the negotiating table; secondly, there is a pressing need for further
research on innovative governance arrangements, such as a multi-stakeholder approach to arms
control, to ensure a safe and stable future security environment.

4

Résumé
Dans un climat géopolitique caractérisé par un multilatéralisme affaibli, le retour à la "politique des
blocs" et la perception que la force militaire équivaut à un degré de sécurité plus élevé, les
nouvelles technologies ajoutent une couche supplémentaire de complexité à une situation déjà
difficile. Les progrès rapides dans des domaines aussi variés que le machine learning, les
neurosciences, la robotique ou l'économie comportementale augmentent déjà l'échelle, la portée et
l'interconnectivité des nouvelles technologies et de leurs applications militaires. Le potentiel
perturbateur de ces technologies, leur caractère "facile à obtenir" et à double usage, ainsi que
l'avantage stratégique important qu'elles procureraient aux États qui les possèdent, remettent
également en question l'applicabilité de la maîtrise traditionnelle des armements. Des cyberopérations et de leur impact sur la dissuasion nucléaire, aux systèmes d'armes autonomes et à la
guerre cognitive, ce document vise à fournir des pistes de réflexion sur l'impact des technologies
nouvelles et émergentes sur l'avenir de la guerre, tout en explorant les solutions possibles en termes
de gouvernance et de régulation dans un environnement stratégique international de plus en plus
complexe. Les présentes analyses s'articulent autour de deux arguments principaux : Premièrement,
le potentiel destructeur des nouvelles technologies militaires pourrait bien être le facteur d'unité clé
permettant de ramener les États à la table des négociations ; deuxièmement, il est urgent de
poursuivre les recherches sur des modalités de gouvernance innovantes, telles qu'une approche
multipartite de la maîtrise des armements, afin de garantir un futur environnement international de
sécurité sûr et stable.
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Introduction
In a current geopolitical climate characterized by crumbling arms control treaties, the return to
‘bloc thinking’, and the perception that military strength equals a higher degree of security, new
technologies add yet another layer of complexity in an already challenging state of affairs. The
disruptive potential of technological developments, such as robotics and cyber capabilities, on the
international security environment, as well as the significant strategic advantage they would
procure to States that possess them, also call into question the applicability of the traditional
approach to arms control.
New technologies indeed appear as a double-edged sword. While they have the potential to
substantively improve lives by contributing to medical advancement and economic growth, they
can also be used to do considerable harm. The possession and military applications of such
technologies would result in the development of a knowledge and decision advantage, by
increasing situational awareness, leveraging emergent trusted data sources, and increasing the
effectiveness of combined capabilities across all operational domains and instruments of power
(NATO Science & Technology Organization 2020). Moreover, their ‘easy-to-obtain’ and dual-use
nature will most certainly lead to a security environment where new technologies will become
increasingly cheap and globally available thus making them available to various state and nonstate actors including terrorist groups. Rapid advancements in machine learning are already
increasing the scale and scope of AI’s deployment in the military sphere, from logistics and
recruitment to, incrementally, weapons systems (Valasek 2019, 3).
Cyber threats and attacks are becoming more present with an impact on policy making, strategic
thinking, and reforms of State security structures. Moreover, cybersecurity remains crucial to
protect the defence apparatus of States, holding a prominent position at all levels: national and
international. Consequently, there is a necessity to implement new policies in terms of states’
cybersecurity as an important security spectrum. Additionally, cooperation between all actors must
prevail before any technological turmoil happens in the years to come. Following technological
developments, a new wireless connection can be perceived as a new tool to spread cyber threats
further than ever before. Not only States have to understand what the consequences could be, but
all relevant actors should adjust their policies, norms, and regulations to a more comprehensive
6

approach towards cybersecurity. Therefore, correlations between nuclear weapons and new
technological advancements cannot be neglected, especially given examples of previous attacks
on nuclear weapons, which demonstrate the need for a universal legal framework to counter cyber
threats and protect cybersecurity from avoidable risks.
Finally, advances in neuroscience and behavioral economics have allowed for enormous progress
in understanding how the brain works, resulting in growing attention to the concept of cognitive
warfare. Beyond the physical and virtual domains, hacking tools can now be used for political
purposes to distort images, produce, and disseminate fake news (Kasapoglu & Kirdemir 2019, 3536) through tactics such as targeted data collection, content creation, and false amplification, thus
taking advantage of people’s inherent and numerous cognitive biases, as well as cognitive
vulnerability to manipulate a given narrative.
As the international security environment is becoming more complex, this paper aims at providing
possible avenues for reflection on the impact of new and emerging technologies on the future of
warfare, while exploring potential solutions in terms of governance and regulations.
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Conventional Weapons and Security and Stability in Europe – Is it
Time for A New Approach to Conventional Arms Control?
Alexandra Borgeaud dit Avocat

Introduction
“One key lesson from the Cold War is that arms control is possible even in times of severe
political tensions if there is an overarching and shared interest in avoiding open military
conflict.” – Ulrich Kühn
It seems rather dazzling that, while arms control efforts during the Cold War proved fruitful despite
an extremely tensed international security environment, the current geopolitical climate –
especially the return to ‘bloc thinking’ – appears to make any kind of consensus, let alone a new
arms control treaty – at best unlikely, and at worst impossible. Existing nuclear and conventional
arms control (CAC) regimes are taking a step backward, strained by the stalling of any efforts to
modernize or adapt them to current realities, the current loss of trust among States, growing
perceptions of insecurity, and the absence of common goals or interests, as well as mutual threats
of non-compliance and threats of withdrawal from key treaties (Kühn 2018, 1). Against this rather
gloomy background, new technologies add yet another layer of complexity in an already
challenging state of affairs. The disruptive potential of technological developments, such as
unmanned and autonomous systems, robotics, and cyber capabilities, on the international security
environment, as well as the significant strategic advantage they would procure to States that
possess them, also call into question the applicability of the traditional approach to arms control
treaties – both in terms of scope and adoption processes” (Zandee 2019, 59). Focusing on Europe
is particularly interesting in two regards: first, as it finds itself in the middle of a technological
arms race between key players – the United States (US), China, and to a lesser extent Russia, and
second, as it possesses “the most fully developed system for conventional arms control in the
world” (Anthony 2014, 606).
This paper will start by providing an overview of the current European CAC regime and the
challenges it is facing, before addressing the potential risks posed by two key areas of technological
development for the security and stability in Europe: the cyberspace and Artificial Intelligence
8

(AI), with a focus on autonomous weapons systems. Finally, the third part will explore the
possibility of an updated European CAC framework, including new possible types of governance
mechanisms and regulatory approaches. I will conclude by arguing that, firstly the destructive
potential of new military technologies could be the key uniting factor leading States back to the
negotiating table, and secondly that the innovative governance arrangements that are emerging in
the tech community if properly integrated into arms control processes, could play a crucial role in
ensuring a safe and stable future security environment, not only for Europe but for the international
community at large.

1 Conventional Arms Control in Europe
The existing European CAC regime was largely developed under the auspices of the Organization
for Security and Co-operation in Europe (OSCE). Composed of 57 participating States and 11
partner States, the OSCE is the world's largest regional security organization, covering
the territory from Vancouver to Vladivostok (OSCE 2020), and follows a comprehensive
approach that encompasses all dimensions of security: politico-military as well as economic and
environmental, based on human rights and fundamental freedoms (OSCE 1996). Its founding
document, the Helsinki Final Act of 1975, sets out the “need to contribute to reducing the dangers
of armed conflict and of misunderstanding or miscalculation of military activities which could give
rise to apprehension, particularly in a situation where the participating States lack clear and timely
information about the nature of such activities” (Conference on Security and Co-operation in
Europe 1975). The OSCE’s co-operative approach to security was further reinforced following the
end of the Cold War, with the adoption of two legally binding instruments, the 1990 Treaty on
Conventional Forces in Europe (CFE), the 1992 Open Skies Treaty (OST), as well as the 1990
Vienna Document on Confidence- and Security-Building Measures (VD), a politically binding
agreement reissued in 1992, 1994, 1999, and 2011. Together, these instruments constitute the core
of the European security architecture, aimed at enhancing military transparency, predictability, and
stability, to reduce the risk of escalation of conflict in Europe.
However, this strong regulatory and instructional basis is encountering major challenges. While
the North Atlantic Treaty Organization (NATO)’s continuous enlargement since the end of the
Cold War has been strongly opposed by Russia, the conflict in Ukraine and Russia’s annexation
of Crimea has definitively shed light on the weakness of the OSCE’s co-operative security
9

approach (Anthony 2014, 606). In addition to an increasingly tensed political climate, some
elements symptomatic of the changing nature of conflicts, such as hybrid warfare, the growing
involvement of non-state actors, as well as new technologies and military capabilities, not covered
under the existing CAC regime, are endangering security and stability in Europe on an
unprecedented scale (Steinmeier 2016).
Such a collapse can already be observed when taking a closer look at the three pillars of the regime.
The CFE originally aimed at establishing a military balance between the NATO and the Warsaw
Treaty Organization by setting equal limits on the amount of five categories of Treaty Limited
Equipment (TLE) the parties could deploy and instituted an inspection regime to foster
transparency.1 An Adapted Treaty was signed in 1999 to replace the initial ‘bloc structure’ with
individual and territorial ceilings (Van Ham 2018, 11-12). However, this revised version never
entered into force, as the NATO Member States did not ratify it. Following deadlocked discussions
on how best to reform the regime, Russia suspended its implementation of the CFE in 2007 (ibid.,
12).
The OST, aimed at “creating a regime for the conduct of unarmed military reconnaissance flights
over the territory of other States Parties (with only 24 hours’ notice of the intended flight plan)”
(ibid., 13), is also being severely challenged. Following Russia’s unilateral restrictions on the
conduct of observation flights over its territory, the US imposed further restrictions by closing its
airspace over Alaska and Hawaii to Russian surveillance flights (ibid., 15). This tit-for-tat strategy
eventually resulted in the US giving notice on the intent to withdraw from the OST on 22 May
2020.
The VD established an unprecedented mechanism aimed at introducing “a high degree of
transparency and predictability into military matters” (Anthony 2014, 606). The catalogs of
CSBMs includes annual exchanges of military information, discussions on defense planning,
demonstrations of new weapon systems being introduced into service, notification of force
structure and disposition, area inspections, military-to-military contacts, a system of prior
notification of large military exercises, as well as observation visits (ibid.). Lastly updated in 2011,
Russia blocked VD’s further review in 2016 (Van Ham 2018, 17). Modernizing the VD is however
1

Tanks, armoured combat vehicles (ACVs), heavy artillery, combat aircraft, and attack helicopters. See
https://www.armscontrol.org/factsheet/cfe.

10

long overdue, as “the original parameters related to military activities in the [VD] were calibrated
according to cold war conditions when very largescale activities were routine” (Anthony 2014,
610). Given that new technological developments allow for smaller troops and quantities of
equipment, there is an urgent need for, inter alia, the notification thresholds and constraining
provisions to be revisited before they become obsolete.
This short overview highlights two key challenges threatening the European CAC regime. First,
the existing regime is no longer politically viable, strained by the current international security
environment, characterized by the return to ‘bloc thinking’ among the OSCE participating States.
Moreover, the instruments constituting its core, particularly the CFE and the VD, are outdated and
do not reflect the changing nature of the conflict, such as the increasing conduct of hybrid warfare
or, most importantly, new technologies and their implications for military capabilities, combat
scenarios, and strategies (Schmitt 2018). These implications will be addressed in the next section.

2 New Technologies and New Types of Conventional Weapons
New technologies appear as a double-edged sword. While they have the potential to substantively
improve lives by contributing to medical advancement and economic growth, they can also be
used to do considerable harm. In any case, there is a growing consensus that “today’s technological
advances are deemed disruptive not only in market terms but also in the sense that they are
“provok[ing] disruptions of legal and regulatory orders” and have the potential to “disturb the deep
values upon which the legitimacy of existing social orders rests and on which accepted legal and
regulatory frameworks draw” (Kavanagh 2019, 2). This is especially true in the military field.
According to the NATO Science and Technology Organization, “over the next 20 years, four
overarching characteristics can be expected to define many key advanced military technologies: 1.
Intelligent, by exploiting integrated AI, knowledge-focused analytic capabilities, as well as AI –
human teaming; 2. Interconnected, by exploiting the network of virtual and physical domains; 3.
Distributed; and 4. Digital, by digitally blending human, physical, and information domains to
support novel disruptive effects” (NATO Science & Technology Organization 2020). The
possession of such technologies would result in the development of a knowledge and decision
advantage, by increasing situational awareness, leveraging emergent trusted data sources, and
increasing the effectiveness of combined capabilities across all operational domains and
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instruments of power (ibid.). Moreover, their ‘easy-to-obtain’ and dual-use nature will most
certainly lead to a security environment where new technologies will become increasingly cheap
and globally available.

2.1

The Cyberspace

The world is witnessing an “ever-closer fusion of computers and warfare at a time of
unprecedented soul-searching about democracy itself” (Valasek 2019, 3). In an increasingly
globalized, interdependent, and interconnected environment, States are finding themselves more
and more vulnerable to cyber-attacks (ibid.), defined as “any action ranging from penetrating a
network and implanting malicious codes, to downloading information and disrupting the services
provided by those networks” (Arimatsu 2012, 97). Such attacks can impact the three categories of
modern warfare: 1. The physical domain, by targeting the command, control, communications,
computers, intelligence, surveillance, and reconnaissance (C4ISR) capabilities of weapons
systems; 2. The information technology domain, by disrupting information channels; and 3. The
cognitive space, where hacking tools can be used for political purposes to distort images, produce,
and disseminate fake news (Kasapoglu & Kirdemir 2019, 35-36). Such a weaponization of
information, already widely used in the context of hybrid warfare, could result in “a continual arms
race to influence – and protect from influence – large groups of people online” (Waltzman 2017)
Beyond the military realm, cyber tools also endanger the political security and stability of States,
for example when they are used to disrupt democratic elections, or jeopardize fundamental
freedoms (ibid., 37). Moreover, civilian infrastructures are not only becoming increasingly
dependent on the internet but also more vulnerable to cyber-attacks, as less funding is allocated to
their protection than in the military realm (Mazzucchi & Desforges 2019, 32).
While there is a growing consensus that cyberspace constitutes a military domain in itself, States
tend to focus primarily on their defensive capabilities (ibid., 31). Nevertheless, as hacking tools
are becoming more easily accessible to military forces and non-state actors alike, the development
of “national cyber rules of engagement for offensive operations in accordance with international
law” (ibid., 33). This would prevent the current hack-back or cyber deterrence policies of certain
States from resulting in uncontrolled escalation and open military confrontations, with the
additional risk creating an era of permanent low-level conflict through the unregulated spread of
offensive cyber technologies (ibid.).
12

2.2

Artificial Intelligence: The Case of Autonomous Weapons Systems

While Artificial Intelligence (AI) is not a new technology per se, its considerable developments in
recent years made it move from the realm of science fiction to everyday life, with significant
implications for all areas of society. Rapid advancements in machine learning are also increasing
the scale and scope of AI’s deployment in the military sphere, from logistics and recruitment to,
incrementally, weapons systems (Valasek 2019, 3).
The past decade has indeed witnessed a growing interest in autonomous weapons systems (AWS),
especially their ethical, legal, and strategic implications. AWS is defined as “any system that is
capable of targeting and initiating the use of potentially lethal force without direct human
supervision and direct human involvement in lethal decision-making” (Asaro 2012, 690), and
considered “as the third revolution in warfare, after gunpowder and nuclear arms” (Future of Life
Institute 2015). While an increasing number of scientists, lawyers, and military experts are calling
for a pre-emptive ban of AWS, the position of the states currently developing and testing such
systems is more ambiguous. Like unmanned combat aerial vehicles (UCAVs), or combat drones,
AWS would indeed present the advantages of being cheaper to deploy, and of keeping a
belligerent’s armed forces and civilians out of harm’s way. However, UCAVs are still operated
under human command. Fully AWS would constitute “Human-out-of-the-Loop Weapons, that is
robots that are capable of selecting targets and delivering force without any human input or
interaction” (Human Rights Watch 2012). This raises the ethical argument of a moral requirement
for a human to be the one making a lethal decision. In turn, legal arguments question whether AWS
could ever comply with international humanitarian law (IHL), whose ultimate goal is the
protection of those who are not, or are no longer, taking direct part in the hostilities, as well as
restricting the recourse to certain means and methods of warfare which would render the respect
of the key principles of distinction, proportionality, and precautions in attack, impossible (Asaro
2012, 697). While the proponents of AWS argue that, through their improved accuracy, such
weapons systems would reduce civilian casualties and property damage during conflict, it is highly
unlikely that AWS would be able to carry the complex judgment necessary to comply with IHL
core principles. Moreover, by asserting that AWS would ‘behave’ more ethically in the battlefield,
due to their lack of anger, revenge, or bias, AWS proponents tend to forget about issues such as
training data bias, as well as the black box manner in which algorithms can function, leading to
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decisions impossible to comprehend for humans. Lastly, the deployment and use of AWS, and AI
in general, poses the crucial question of how to assert responsibility for IHL violations.
At the strategic and stability level, AWS “holds the potential to transform warfare by greatly
increasing the speed of decision making and engagement and by defanging many defensive and
access-denial systems” (Valasek 2019, 3), thus procuring a clear advantage to the party that
possesses them. It would most likely result in the relegation of humans, at best, to mere oversight
in terms of decision-making. The AWS’ actions would be controlled first and foremost by
algorithms, making it extremely difficult for humans, due to their speed, to anticipate or even
understand the algorithms’ decisions, thus risking obliterating even the slightest possibility of
human double-checking. This would in turn lead to increased unpredictability in the battlefield,
potentially resulting in escalation from crisis to war, reminiscent of the ‘accidental war’ scenarios
during the Cold War, or higher levels of violence in an ongoing conflict (Altmann & Sauer 2017,
128). As can be observed today already concerning combat drones, AWS could also make the
resort to force more likely “in scenarios where manned systems would previously have presented
decision-makers with bigger, caution-inducing hurdles” (ibid., 131).
However, States, and particularly key global players such as the US, China, and Russia, are
showing a growing interest in AWS, aware that “mastery of AI will determine their future strategic
effectiveness in military matters, as well as their performance, competitiveness, and ability to deter
adversaries” (Kasapoglu & Kirdemir 2019, 35). Such a perception that military strength equals a
higher degree of security is quite symptomatic of a severe lack of trust in the current international
geopolitical environment.

3 A New CAC Framework?
While the return to ‘bloc thinking’ could be observed long before the Ukraine conflict, Crimea’s
annexation by Russia marked a turning point for the reflection on European security and stability
and highlighted the need for a CAC in Europe to be resurrected. While some experts have been
calling for a “Helsinki 2.0 process”, where all aspects, not only military ones, of security in Europe,
would be addressed (Govan 2015, 1). However, the absence of a “common vision of security basics
[…] and “common goals on which [States] might agree and within which [they] can arrange
reasonable compromises” (ibid.), as well as the risk of a new treaty resulting in lower standards,
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led to a “re-launch of arms control in Europe as a tried and tested means of risk-reduction,
transparency, and confidence-building” (Steinmeier 2016), taking existing instruments as a
starting point and strengthening it. Under this incremental, small-steps approach, this modernized
CAC regime would retain key aspects of the CFE, OST, and VD such as numerical ceilings,
minimum distances, transparency and verification measures, as well as status-neutral CSBMs.
Moreover, this regime should also take into account new military capabilities and strategies, such
as smaller, mobile units rather than traditional, large armies, as well as new weapons systems
(ibid.). While such discussions could have been held at the OSCE’s Forum for Security
Cooperation, seen as “one of the main instruments to overcome the climate of confrontation” (Van
Ham 2018, 5), the current deadlock resulting from the Ukrainian crisis made that impossible.
Instead, an open-ended Informal Working Group (IWG) was created under the 2016 Declaration
on the Occasion of the 20th Anniversary of the OSCE Arms Control Framework, to provide a
multilateral and inclusive forum for a Structured Dialogue (SD) on the current and future
challenges and risks to security in the OSCE area” (Kühn 2018, 1). This SD has so far been
addressing converging and diverging threat perceptions in the OSCE area, military doctrines,
possible improvements to existing CSBMs, as well as a detailed mapping exercise, which “could
provide a much-needed basis for jointly assessing political and military threat perceptions in the
OSCE area” (ibid., 5), as well as for highlighting areas for improvements and best practices. While
the SD’s should primarily aim at rebuilding trust and defining shared interests, its ultimate goal
should be, beyond the strengthening of existing CSBMs, to outline future and more far-ranging
CSBMs and CAC measures for Europe (ibid., 8).
At the same time, discussions on possible governance mechanisms and approaches for new
technologies are well underway on the international stage. Two global calls are worth mentioning
in this regard. First, the call for the adoption of a treaty on the use of information technology and
international security. Following the failure, in 2017, of the United Nations (UN) Group of
Governmental Experts to reach a consensus on States’ ‘responsible behavior in cyberspace’, two
parallel negotiation processes were initiated at the UN: 1. A new GGE on Advancing responsible
State behavior in cyberspace in the context of international security, favored by the US and the
EU; 2. An Open-Ended Working Group on Developments in the Field of ICTs in the Context of
International Security (OEWG), favored by China and Russia, yet another proof of the current
return to ‘bloc confrontation’.
15

Second, a growing coalition of middle-power States, NGOs, tech companies, and robotics and AI
experts is calling for a pre-emptive ban on AWS. Since 2016, a formal UN GGE has been
discussing the issue under the auspices of the Convention on Prohibitions or Restrictions on the
Use of Certain Conventional Weapons (CCW) in Geneva.
At the OSCE, the 57 participating States agreed, in 2016, to 16 confidence-building measures “to
enhance security and stability in the cyber domain and reduce the risks of conflict stemming from
the use of Information and Communication Technologies (ICTs),” by encouraging “States to cooperate to prevent tit-for-tat reactions or an escalation that could trigger a dangerous chain reaction
that could lead to military responses” (OSCE 2019). Regarding AWS, in their 2019 Luxemburg
Declaration, parliamentarians of the OSCE participating States remarkably urged “States to
support international negotiations to ban lethal autonomous weapons to establish international,
legally binding rules” (OSCE 2019).
However, negotiations at the UN on governance and regulations of new technologies and
international security appear to be at a deadlock and will remain so as long as they follow a Statecentric approach to governance, especially given the diversity of national cyber or AI doctrines
and strategies, as well as the current lack of incentives to identify shared interests. States would
widely benefit from the adoption of a multi-stakeholder approach to arms control negotiations,
especially as the line between the military and non-military in cyberspace “is becoming
increasingly blurred” (Mazzucchi & Desforges 2019, 32). This approach is consistent with the fact
that non-state actors took the lead in framing the first norms, principles, and organizations in the
early days of the Internet and other technological development. By ensuring the full involvement
of governments, scientific communities, military experts, the private sector, civil society, and
international organizations in CAC negotiations, notably its SD, the OSCE could first secure a
better definition of the challenges raised by new technologies, by capitalizing on the knowledge
and expertise of various stakeholders. Second, the policy and regulatory frameworks which would
result from such an arrangement would be better accepted, due to the direct involvement of those
who have a stake in the issue. Thirdly, policies, and regulations, such as new CSBMs, would be
better implemented, as all the actors affected by such regulations were involved in the collaborative
steering and negotiation process. Finally, by adopting such a multi-stakeholder approach to its SD,
the OSCE would show a great willingness not only to remedy the current regression to ‘bloc
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thinking’ but also to rebuild trust in the OSCE area, with a view to “generate the requisite political
will to work towards a new, formal arms control regime” (Van Ham 2018, 7).
The advantages of the multi-stakeholder approach outlined above would not only apply to CAC
negotiations. The numerous benefits which new technologies and increased connectivity in the
OSCE area could offer for security, development, and human rights alike, for instance by
facilitating border monitoring, enhancing political participation, fostering awareness-raising
education and access to information, should not be forgotten (OSCE 2019).

4 Conclusion & Way Forward
“Agreement on arms control is not a result of existing trust – it is a precursor necessary to build
trust where it is lost.”- Frank-Walter Steinmeier
Giving the current increasing geopolitical tensions, particularly between key players such as the
US, China, and Russia, Europe finds itself at a crossroad. On the one hand, its geographical
position, in the middle of a potential ‘tech arms race’, leaves it no other choice but to try and
resurrect its CAC regime. On the other hand, the OSCE, benefitting from “the most fully developed
system for conventional arms control in the world,” based on dialogue and a cooperative approach
to security, is probably the best forum to address this challenge, building on existing instruments
and lessons learned. Conscious of the destructive potential of new military technologies in the
current international environment, and its possible implications for Europe’s security and stability
in Europe, it has decided to re-launch, modernize, and strengthen the European CAC regime
through its Structured Dialogue. While such efforts are commendable, the innovative governance
arrangements that are emerging in the tech community, if properly integrated not only into arms
control processes but in all sectors of society could play a key role in ensuring a safe and stable
future security environment, not only for Europe but for the international community at large.
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The Road Towards an International Cybersecurity Regime
Arta Haxhixhemajli

Introduction
Changes in technology demonstrate a necessity for the protection of information, assets, data to
countries, companies, individuals – all relevant actors. Legislation, legislation, protection, and
security must be strengthened to improve all aspects of cybersecurity in today’s societies. Since
1996, efforts in formulating international law in the field of cybersecurity have been proposed,
refuted, or contradicted by law experts, state actors, and non – state actors (Adonis, 2020). One
clear fact is that developed countries are trying to have apprehensive legal approaches to
cybersecurity compared to less developed countries. The definition of Cybersecurity includes the
aim to protect and reduce the risk of cyberattacks against unauthorized exploitation of systems,
networks, and technologies. Hence, the main idea is to address cybersecurity and international law
as important approaches for states to implement in their legal system, in order to protect themselves
from any potential attack.
Additionally, cybersecurity raises challenges both at national and international levels. Ergo, states
have disparities in the absence of effective international law on cybersecurity. This paper aims to
address the challenges of implementing international law in the cybersecurity field while tackling
its implications, and states’ struggles with the development of a cybersecurity legal framework in
the digital area.

1 The Legal Approach Towards Cybersecurity
Many debates are focused on encouraging international customary law to be one of the key
foundations of the IL on cybersecurity. Theories have been circulating throughout the years on
how cybersecurity should be regulated. For example, cyberlibertarians believe that cybersecurity
should remain focused on the protection from oppressive regimes that dare to violate citizens’
liberty on the internet (Barlow 1996). Additionally, liberal institutionalists believe that
international institutions and the multilateralism approach are the key factors in managing
legislation on cybersecurity (Wu 1997). According to the new theory known as Statistics, states
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should be responsible for and possess capacities to manage cybersecurity within their territory
(Lewis 2010).
The continuous debate between these three theories, including their arguments on core legal
principles (jurisdictions, dispute settlement, and legal instruments and mechanisms), delays the
adoption of a well-defined, universal approach to international law on cybersecurity (Adonis
2020).
Jurisdiction remains one of the challenges to reaching an agreement on cybersecurity’s territorial
sovereignty. Not having a defined jurisdiction in international law on cybersecurity creates
obstacles to establishing a legal approach. Nevertheless, disputes between states must be addressed
through arbitration while ensuring that law is enacted and binding to all the subjects (Perri 2017).
The possibility of having a Permanent Court of Arbitration dealing with cybersecurity-related
interstate disputes is not far away since the Court already exists in The Hague. One could indeed
imagine the mandate of the Court being extended to cybersecurity issues, based on the states’
acceptance of the Court’s jurisdiction on these matters or ratification of a future multilateral treaty
on cybersecurity (Pastore 2017).
The first international convention, amounting approximately to a universal treaty on cybersecurity,
is the Budapest Convention, which seeks to address internet crimes while harmonizing states’
national laws and increasing cooperation between them, and can be considered as a collective
initiative of states to overcome crimes in cyberspace (Europe 2001). However, the Budapest
Convention focuses on criminal justice rather than cybersecurity in political or military senses, as
it addresses internet crimes, violence, infringement, hate crimes. It is worth noting that the
Convention took a decade to be ratified due to the delay of states’ development of their national
laws.
Another complexity lies in the emergence of digital sovereignty as the power to control and govern
access, information, networks, in short everything related to citizens’ data within their jurisdiction,
sometimes even beyond. This new trend challenges the development of international law on
cybersecurity on protecting national interests related to security issues within the territory.
Hence, states demand control over their territories while respecting the principle of noninterference. It makes sense that digital sovereignty sparks a major debate between states given
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their desire to control all relevant information, whereas less developed countries favor this idea of
having digital sovereignty on their citizens. In the end, the idea of digital sovereignty, particularly
the control of and access to information, motivates state actors to formulate and determine their
interests in international cyber law. (Floridi 2020).

2 States’ Approaches and Challenges
Rapid technological advancements require updating responses to risks, whereas states need to
approach international law to adequately protect their territory and individuals Specifically, the
principle of sovereignty must remain an important principle to protect states’ internal issues. For
example, the principle of non-intervention remains the most important rule that prohibits states to
interfere with coercive matters within another State’s sovereignty powers (Moyniha 2019).
Consequently, the non-intervention principle must have the same applicability on cyber operations
especially when States launch cyberattacks in another State and steal disclosed information, cause
black-outs on electricity, restrict government’s websites. Recognizing the applicability of the
principle of non-intervention to a state’s cyber operations could prevent future potential attacks
(Tsagourias 2020).
As mentioned above, developed countries have already started to address and implement some
regulations, directives, conventions, acts, policies, and strategies to combat cyberattacks and
secure their cybersecurity. Regions like Latin America, Asia-Pacific, Europe, the United States are
already concerned about implementing different approaches to secure a legal framework on
cybersecurity (Mendoza 2017).
Moreover, states are collaborating to mitigate and share information on how to protect
cybersecurity without violating any law. the current measures to prevent cybercrimes and secure
cybersecurity are mostly self-initiatives enacted at the national level. Meanwhile, other states do
not have the capacity to develop laws as rapidly as others. Political, economic, and social issues in
a given state might affect its adherence to international agreements and raise human rights concerns
(Brown 2020). For example, the transfer of personal data to a third party or state control as a
pretense to protect citizens endangers human rights. Accordingly, oppressive regimes are willing
to accept any legal enforcement on cybersecurity with the pretext to gain control of personal data
and surveillance (Shackelford 2017).
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This particular scenario causes conflicts of laws and basic principles. Internet is free and there is
no physical border between states, while legislation is applied at a national level, a legal conflict
might arise concerning meanings and conceptions of privacy and freedom of expression.
Notwithstanding, the international law on cybersecurity will face obstacles for a long period, not
only regarding the applicability of the law but also given the current debate between privacy and
security concerns, which also remain a strong wall to tear down.

3 Conclusion
The promulgation of laws relating to cybersecurity is facing developments and prominences on
the international level as there is a need to have a binding treaty to protect cyberspace. For sure,
obstacles and limitations on states’ cooperation may include ineffective legislation, different
interests, and lack of trust. However, a universal legal approach to cybersecurity is needed. The
idea to protect and secure should be based on a mutual comprehensive agreement that will provide
the basis for an international cybersecurity regime. For the regime to come along together with
preventatives and penalties for cybercrimes, states must work together in one common goal: the
road towards the development of a global treaty on cybersecurity.
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Cyberattacks: A New Threat to Nuclear Deterrence?
Michael Andruch

Introduction
With the new digital era we are facing nowadays, a wide range of new threats to both military and
civil spheres has appeared. There are several dozens of cyberattacks daily, the majority of which
is causing only minor damage, but few of them might be successful in breaching a victim´s cyberdefense and stealing data or infecting the device with a virus. However, what if a country, or a
non-state actor, decides to conduct a cyberattack on the nuclear capabilities of an adversary,
including nuclear power plants and nuclear weaponry together with its systems? May this threat
cause disruption to the nuclear deterrence doctrine, adopted by several countries around the world
in order to discourage its enemies?
This paper offers a brief summary of the possible outcomes in case such an attack occurs.
Questions mentioned above need further analysis, evaluating relations between nuclear states and
states aspiring to become a part of the “nuclear weapons club”. In the first part, this essay
summarizes the term nuclear deterrence and its assumptions, which evolved from the Cold War
West-East nuclear rivalry. In the second part, the essay presents possible threats and responses to
the existence or probability of a cyberattack.

1 Nuclear Deterrence in Theory
In general, deterrence is “the practice of discouraging or restraining someone— in world politics,
usually a nation-state—from taking unwanted actions, such as an armed attack” (Mazarr 2018, 2),
which can be done by stopping or preventing such actions. J. Knopf defines deterrence as “a form
of preventive influence that rests primarily on negative incentives. When used as a conscious
strategy, deterrence aims to prevent an action that another party might undertake” (Knopf 2009,
37). Therefore, deterrence might be recognized as the soft power influence backed by hard power
instruments. It can be distinguished between two approaches: deterrence by denial – creating an
environment in which the actions of an adversary seem to be unsuccessful or irrational- and
deterrence by punishment – if an adversary decides to attack, the response (whether economic
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sanctions, nuclear or conventional attack) will raise the costs of the attack (Mazarr 2018). The
response does not necessarily need to meet the range of the attack.
These distinctions are derived from assumptions of deterrence´s theory in political science,
described by T. V. Paul in his book Complex Deterrence: Strategy in the Global Age. There are
three basic assumptions:
1. States behave in international politics as rational actors who calculate the cost-benefit ratio
of their actions, including entering a conflict (so-called instrumental rationality),
2. Deterrence works among the nation-states, as they are the key actors of the international
system with legitimate coercive force and power to start or end wars,
3. Without an intense rivalry among the parties, deterrence is not functional (Paul 2009, 6-7).
Despite criticism of the theory after the end of the Cold War, and enormous amounts of
discussions, articles, and research about the topic, supporters of the deterrence theory are
fundamentally right in one thing- thanks to nuclear deterrence (and possibly to self-deterrence),
the great powers have not been in a war for more than last 60 years, and not a single nuclear
weapon was used. The risk of mutual use of nuclear weapons, which became a nuclear doctrine
during the Cold War knowns as Mutually Assured Destruction (MAD), was recognized already in
the 1960s by scholars, among whom Thomas Schelling formulated the fear into words: “According
to Schelling, the direct use of force is incredibly risky in the era of thermonuclear weapons and
intercontinental ballistic missiles (ICBMs) because the mutual vulnerability that exists between
nuclear powers makes meaningful military victory almost impossible. As a result, states must use
the threat of force—“latent violence”, as Schelling puts it—to advance their interests. For such a
threat to be effective, it must be accompanied by an assurance that an adversary can “avoid pain
or loss if s/he does comply” (Chisem 2020).

2 Cyberattacks on Nuclear Infrastructure
Together with the modernizing of nuclear weaponry, its Command, Control, and Communications
(C3) systems are being connected to the internet network- whether it is the same network used by
the civilian population or, in some cases, to a network created by governments specifically for this
purpose, which works as an enclosed system only with authorized inputs, whose defense against
external threats is easier and cheaper. According to Kim Zetter´s famous book Countdown to Zero
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Day, the best method for mitigation of cyberattacks on networks (including C3 networks) is, “if
the systems ran on standalone networks that were “air-gapped” —that is, never connected to the
internet or connected to other systems that are connected to the internet” (Zetter 2014, 148).
However, this does not mean that a virus cannot enter the network. The attack on the Irani nuclear
power plan Natanz by virus Stuxnet proved, the virus can be brought to the network by plugging
a USB or through projecting files (ibid.) of particular components of the system, which are
installed in the network. Long story short, if an adversary has enough information about a network,
it is possible for him to breach projecting files and infect the whole system. For example, as part
of the Stuxnet attack, the adversary managed to breach projecting files used to program
Programmable Logic Controllers (PLCs) and got the malware into the network without breaching
the defense of Irani critical infrastructure (ibid.).

This example of breaching an enclosed network sets the cyberattack into a complex operation of
intelligence services and other branches of the state defense needed for a successful attack. It might
take months or years for an adversary to gather enough intel about its victim in order to conduct
an effective breach. Espionage, and especially cyber-espionage, which is also one of the current
trends in international security and is conducted also by several state actors (China, DPRK, USA),
plays a crucial role in gathering intelligence.

However, this does not exclude an external cyberattack to occur. There always might be a
vulnerability that would be abused by the intruders, or, and this is a case of less wealthy countries
that nevertheless possess nuclear weapons, of countries which do not consider cybersecurity of
critical infrastructure as one of their top priorities (which might be a strategic mistake nowadays),
and are more vulnerable to disruption of their networks. To avoid this, it is important to bear in
mind several points: consider cybersecurity as one of the top priorities, invest larger amounts of
resources (financial, material, institutional, and manpower) into the cyber-sector, and in the bestcase scenario to create a standalone internal network which will connect all components of the
critical infrastructure.

Furthermore, there is one more possibility to damage an enclosed network, and this one is very
well suited for disrupting one, or more of the C3 systems- an EMP attack. EMP (electromagnetic
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pulse) is a “high-frequency burst of electromagnetic energy caused by the rapid acceleration of
charged particles. A catastrophic EMP would cause the collapse of critical civilian infrastructures
such as the power grid, telecommunications, transportation, banking, finance, food and water
systems” (EMPact America 2020), and its disastrous potential was already recognized in the
1960s, as William J. Broad states in his article Nuclear Pulse (I): Awakening to the Chaos Factor
(Broad 1981), and there are more examples of how EMPs unintentionally interrupted wireless
networks, and even caused accidents (Zetter 2018). In the case of nuclear weaponry, such an attack
would paralyze the functioning of the C3 systems, and for a certain period of time the nuclear
forces would be crippled, or out of service. That moment could be used by adversaries to coerce
the hit country to behave as they wish and to fulfill at least partially its own interests, which was
impossible while the hit country´s nuclear weaponry was fully functional. However, in the worstcase scenario, such an incident might end in nuclear escalation.

3 Conclusion
While examining the threat of cyberattacks to nuclear deterrence of individual nuclear states, it is
important to approach it on a case-by-case basis, as all countries have different levels of cyberdefense, different composition of the so-called nuclear triad, or (and this is a very important
indicator) the spending on the cybersecurity of critical infrastructure and official documents and
strategies in the cyberspace.

Even if the threat of cyberattacks is real, its efficiency is so far questionable, as cyberattacks are
usually weapons of great powers who possess large resources to develop both cyber- offense and
defense capabilities, and the more sophisticated they are, the more difficult it is to breach them
(Bommakanti 2018). Plus, cyber weapons still have a mostly disruptive effect, which might disable
certain networks or their parts, but should not be able to destroy them with permanent
consequences or casualties, and the time during which the networks are disabled, might not be
long enough for an adversary to reach the goals of its attack. Without fully operating personnel
and without a higher number of simultaneously conducted attacks, their chances are not very high.
However, a first successful breach of such cybersecurity might set a precedent for similar
cyberattacks in the future against the same, or other critical infrastructure.
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Last but not least, there is a question to be raised: Could cyber mercenaries be able to breach the
cyber-defence of a country´s critical infrastructure and infiltrate it, and how much resources would
they require to do so?
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Arms Control for Autonomous Weapons Systems: Is Humanitarian
Diplomacy the Answer?
Alexandra Borgeaud dit Avocat

Introduction
The past decade has witnessed a growing interest in the legal and ethical implications of
autonomous weapons systems (AWS), defined as “any system that is capable of targeting and
initiating the use of potentially lethal force without direct human supervision and direct human
involvement in lethal decision-making” (Asaro 2012, 690), and considered “as the third revolution
in warfare, after gunpowder and nuclear arms” (Future of Life Institute 2015). While an increasing
number of civil society organizations, scientists, lawyers, and military experts are calling for a
preemptive ban of AWS, the position of the States currently developing such systems is more
ambiguous. Building on the history of arms control processes and informed by a global governance
theory standpoint, the aim of this paper is to explore the potential role of non-state actors (NSAs),
particularly non-governmental organizations (NGOs) and epistemic communities, in shaping new
norms and standards of appropriate action with regard to arms control processes, in an international
security environment characterized by a lack of trust and the return to ‘bloc-thinking’.

1 A Brief History of Arms Control
In their seminal work Strategy and Arms Control, Schelling and Halperin have described arms
control as resting “essentially on the recognition that our military relation with potential enemies
is not one of pure conflict and opposition, but involves strong elements of mutual interest in the
avoidance of a war that neither side wants, in minimizing the costs and risks of the arms
competition, and in curtailing the scope and violence of war in the event it occurs” (Schelling &
Halperin 1961, 3). Erickson has in turn reformulated this definition of arms control as “attempts
to manage the acquisition and use of weapons in international politics, with the goal of preventing
the outbreak of war and limiting war’s brutality, by taming the security dilemma” (Erickson 2018,
399).
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While the purpose of arms control consists primarily in limiting States’ “core material power
resources” (ibid.), one should not ignore the normative components, notably humanitarian, of such
agreements. Such aspects find their foundations in texts as ancient as the 1868 St Petersburg
Declaration,2 which states that “the employment of arms which uselessly aggravate the sufferings
of disabled men, or render their death inevitable […] would […] be contrary to the laws of
humanity.” The two World Wars then made evident the destructive potential of new weapon
technologies (ibid., 401), and resulted in both successful limitations – for example on chemical
and bacteriological weapons – and failed agreements – for example on submarines and aerial
bombardments (Scharre 2018, 335).
The US nuclear bombings in Japan marked a turning point in the history of arms control. The Cold
War period was indeed characterized by an abandonment of multilateral negotiations and by a shift
to a two-superpower arms control system between the US and the Soviet Union, focusing primarily
on nuclear weapons (Hanson 2017, 176). Despite this trend and the inability, for the most part, of
medium and small States, as well as non-state actors, to frame or influence the agenda, a few
multilateral treaties were adopted, such as the 1968 Treaty on the Non-Proliferation of Nuclear
Weapons (NPT), the 1972 Convention on the Prohibition of Biological Weapons, or the 1980
Convention on Certain Conventional Weapons (CCW).
The end of the Cold War marked a return to multilateral and, in part, to conventional arms control,
as illustrated by the 1995 Protocol on Blinding Laser Weapons. The emergence of the human
security concept also triggered a normative shift, characterized by a renewed interest for
humanitarian concerns (ibid., 177), and resulting in bans such as the 1997 Mine Ban Treaty or the
2008 Convention on Cluster Munitions, and by greater involvement of non-state actors,
particularly of NGO – middle power coalitions, at all stages of the negotiation process.
What lessons can be drawn from this brief historical overview? Scharre offers a valuable synthesis
of the factors of success of arms control agreements (Scharre 2018). First, he notes that successful
arms control treaties do not depend on their legally-binding character, “since by default there are
no legal consequences if one wins the war, but rather [on] reciprocity” (ibid., 340). Secondly, he

2

Declaration Renouncing the Use, in Time of War, of Explosive Projectiles Under 400 Grammes Weight, 29
November (11 December) 1868. Available at:
http://www.weaponslaw.org/assets/downloads/1868_St_Petersburg_Declaration.pdf, accessed 20 August 2019.
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highlights the importance of clarity, by pointing out that treaties that unequivocally ban a weapon
tend to be more successful than treaties comprising complicated rules and exceptions about a
weapon’s use (ibid., 341), and emphasizing that “the appearance of clarity makes bans stronger
from a normative perspective” (ibid. 343). Furthermore, after recognizing the importance of
transparency in arms control processes (ibid., 344), Scharre mentions the motivation behind a ban
– such as preventing unnecessary suffering or excessive harm to civilians, as well banning a
weapon deemed as destabilizing – as a critical factor of success (ibid., 345). With regard
specifically to successful preemptive bans, he notes that they tend to “focus on the intent behind a
technology, rather than specific restrictions” (ibid., 343). Lastly, Scharre emphasizes that military
utility is the decisive factor with regard to the likelihood of reaching an arms control agreement,
as “States do not want to give up a war-winning weapon” (ibid., 345). These last findings are
particularly relevant for AWS and the future of arms control in general.

2 Global Governance & Norm Building: The Role of NSAs
Following this rather factual account, a theoretical framework is now required to approach the
issue of arms control for AWS. As arms control processes constitute “the cooperative action
between potential adversaries to restrain levels of armaments or their use” (Erickon 2018, 399),
global governance, which refers to “how rules are created, produced, sustained, and redefined,
how these rules help define the purpose of collective action, and how these rules control the
activities of international, transnational, and increase domestic action” (Barnett & Sikkink 2008,
78), appears as an appropriate theory standpoint in this case. According to Barnett and Sikkink, a
shift has occurred over the past three decades, from “anarchy in a system of States to governance
within a global society […] produced through networked relations among different kinds of actors
with different kinds of authority and power that are embedded in both formal and informal
arrangements” (Barnett & Sikkink 2008, 63-64). States, while retaining a decisive role in global
governance, have nevertheless delegated a growing number of tasks and functions, and as a result,
authority, to international organizations (IOs), notably as fora where persuasion takes place and as
agents per se of the socialization process (ibid., 71). Other actors in today’s global society include
local and international NGOs and epistemic communities, whose capacity in defining today’s
global agenda often results from their ability to organize themselves in transnational advocacy
networks (TANs), formed around both expert knowledges and shared principled ideas (ibid., 72).
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Furthermore, the global governance framework spotlights the importance of norms, including in
the international security realm. Vinjamuri, while defining norms as “collectively shared
expectations of appropriate behavior in a particular area of international politics held by actors
who share a common identity” (Vinjamuri 2018, 288), offers a comprehensive analysis of
international security norms and normative contestation in the post-Cold War era. She divides
these norms into four categories: 1. multilateralism – which ensures legitimacy through some form
of collective consent, 2. democracy promotion though IOs, 3. civilian protection embedded in IHL,
and 4. human rights trials – or accountability for violations of norms protecting civilians (ibid.,
291). The first three categories, and particularly the IHL principle of distinction between
combatants and civilians, are especially relevant in the case of arms control. Equally relevant are
the two main sources of international norms: on the one hand, the “international normative
structures of powerful States,” and change-agents on the other hand, such as the global civil society
actors, “that actively seek to construct, diffuse, and consolidate new norms” (ibid., 293). Finally,
she underlines two major factors on norms disruption, namely rising powers, especially when they
adopt national security narratives to justify violations of human rights norms (Risse-Kappen &
Ropp & Sikkink 2013), and technological change, which resonates particularly given the purpose
of the present study.
A large part of the global governance literature has been devoted to the role of non-state actors
(NSAs). However, most scholars agree that, until the end of the Cold War, NSAs had difficulty
finding their place in international security politics, and were mostly relegated to ‘softer’ issues,
such as human rights and environmental protection (Krause 2014, 229). A notable exception is a
surprising success, in 1986, of a coalition of U.S. and Soviet Union scientists in reframing the
nuclear test ban debate and in shaping the Soviet foreign policy, which ultimately led to the
establishment of U.S. nuclear monitoring stations in the Soviet Union (Barth 2006, 182).
However, an ideational shift from national to human security was triggered by both the end of the
bipolar system, and the rise in the number of non-international armed conflicts throughout the
1990s. The growing importance of humanitarian norms led to the opening of an unprecedented
space for NSAs in arms control negotiations (Vinjamuri 2018, 289). Krause offers a
comprehensive overview of the conditions for an effective transnational civil society activism in
the security field (Krause 2014, 229-234). He starts by emphasizing that the absence of a legally-
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binding treaty at the end of arms control negotiations can hardly be considered as a failure of civil
society activism, “due to the lack of implementation of so-called ‘successful’ treaties” (ibid., 230).
Instead, he considers that the effectiveness of such activism should be assessed based on the aims
pursued by civil society in a particular campaign, i.e. advocacy, knowledge creation, service
provision, awareness-raising, or an external monitoring (ibid.). About the institutional conditions
defining civil society influence in arms control negotiations, Krause finds, first, that NGOs are
better able to frame the debate when the issue area in question is characterized by a high level of
political uncertainty (ibid.). A second condition is a possibility for NGOs to reframe a given issue
to attract “high-level attention or buy-in’,” for example by presenting an issue as a humanitarian
rather than a security matter (ibid., 230-231). Thirdly, he underlines the crucial importance of
resources required for civil society activism, as well as two resulting consequences, namely that
such activism will end up concerning the issue areas “which are politically acceptable or
fashionable, and which do not have major potential downsides” for empathetic States, thus limiting
the impact of NGOs’ advocacy efforts on highly sensitive matters (ibid., 231). Lastly, Krause
points out the crucial importance of strategic partnerships between key stakeholders, such as small
or medium-sized ‘like-minded’ States, as such coalitions, led jointly by ‘force multiplier’ TANs
and ‘champion’ middle power States, are able to create alternative processes for arms control
negotiations (Krause 2014, 229). With regard to the constraints inherent to civil society
organizations, he finds that advocacy tends to be more effective when there is a single and easily
communicable goal to be attained (ibid., 232), which is in line with Scharre’s argument on clarity
mentioned above. Finally, and in contrast to Keck and Sikkink’s ‘Boomerang effect’, whereby the
synergies created by both international and local civil society organizations act as a counterforce
to the repressive politics of States (Keck & Sikkink 1998), Krause argues that, especially in the
security realm, large and rich Western NGOs are far more represented and powerful than local and
grassroots organizations, so that the hierarchy and divisions that can be observed in the state system
are also reproduced in civil society activism (Krause 2014, 233).
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3 Case Study: The Campaign to Stop Killer Robots
It is interesting to note that roboticists and AI experts were the first to raise the alarm bells with
regard to AWS (Sharkey 2007), probably because they were better able to comprehend and
anticipate their potential risks and implications. As early as 2009, the International Committee for
Robot Arms Control (ICRAC) was formed, comprising robotics and AI experts but also
philosophers, security experts, and international lawyers, and whose Mission Statement already
mentioned the need for a preemptive ban on AWS (ICRAC 2019). However, the necessary
international attention was long overdue. A turning point was then reached in 2012, with the
publication of Human Rights Watch (HRW) first report on the topic (HRW 2019), and the creation
of the Campaign to Stop Killer Robots (CSKR). HRW then published four subsequent reports on
various key aspects of the debate on AWS (HRW 2019). The International Committee of the Red
Cross (ICRC), another key actor in the humanitarian sector, had also taken interest in the topic,
resulting in the publications of numerous studies and the organization of expert meetings (ICRC
2014). In the meantime, an exponential number of articles, reports, and position papers on AWS
was published, either by scholars, by researchers, or by various NGOs. International attention had
finally started to focus on AWS, as demonstrated also by the formalization of the Group of
Governmental Experts (GGE), currently discussing the issue under the auspices of the CCW in
Geneva. As of November 2020, the CSKR is composed of 17 INGOs, six regional organizations,
NGOs from 67 States across the world, and four academic partners (CSKR 2020). The CSKR has
made the most of the current momentum gained by AWS and has been very active both at the
domestic and international levels. It organizes events in countries, both with government officials
and with civil society organizations, as well as symbolic actions. At the international level, it has
been very vocal on the need for a preemptive ban on AWS, either during the CCW meetings or
after them, to denounce the States’ lack of efforts to achieve concrete advancements toward this
end. Moreover, the CSKR uses other advocacy tools, such as knowledge provision on technical
issues, coverage of current developments at the global level, information gathering and sharing,
particularly with the general public and the media, as well as social media campaigning.
As opposed to landmines or cluster munitions, considered as ‘pariah weapons’ (Cooper & Mutimer
2011, 10), AWS has indeed the potential to bring a critical strategic advantage to the states
possessing them, which could explain why wealthy countries, which could actually afford to
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develop them, appear reluctant to take a clear stance on the topic, thus making the adoption of a
new treaty difficult. While the number of sympathetic states is still too low to realistically hope
for a preemptive ban, the Campaign to Stop Killer Robots nevertheless succeeded in shaping the
international political agenda, by bringing the attention of states on this topic, as well as in a
multilateral process. Moreover, TANs undoubtedly played a key role in the adoption of at least
two humanitarian bans, namely the 1997 Mine Ban Treaty and the 2008 Convention on Cluster
Munitions, both considered as ‘brainchildren’ of NGOs, due to the initial disinterest from states
(Carpenter 2011, 84). Consequently, we cannot ignore the future eventuality of AWS being
brought out of the CCW process, with the help of a ‘champion state’, as was the case for Canada
and Norway respectively, to overcome the current misgivings of some states, particularly the great
powers.

4 Conclusion & Way Forward
One lesson that can be learned from the history of arms control processes is that negotiations are
always long and difficult, as weapons and military capabilities, in general, are part of the material
core of the states. Nevertheless, the wide range of actors active in today’s global governance
practices has shown that a new form of diplomacy is possible, by emphasizing the normative
aspects rather, such as humanitarian concerns, than the material ones. The human-rights-based
approach adopted by the Campaign to Stop Killer Robots, and its emphasis on meaningful human
control and dignity, is reminiscent of successful achievements in the past. With regard to the
importance of norms in the global governance of weapons, one of the key theoretical aspects of
this study presented above, Garcia warned that the development of AWS would critically
undermine the emerging norm relating to arms control, under which arms control processes and
agreements should aim primarily at protecting civilians (Garcia 2018), an apprehension shared by
Asaro, who ultimately remarks that “the issue here is what the international standards of
acceptability will be – what the international community will consider the norms of conduct to be”
(Asaro 2012, 706). It is high time that states, and the global society as a whole, start to look for
answers to this question.
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Cyber Weapons: Weapons of Mass Destruction or Disruption?
Michael Andruch

Introduction
Cyberattacks have become one of the threats, that were brought together with the quick technologic
development in the last 20-30 years. Although the attacks have not yet caused massive destruction
of electronic systems or even serious damage to critical infrastructure or death of people, a growing
number of military experts call for the better legal regulation of the cyberweapons´ status, which
could lead to a proper definition, classification and elimination. Some experts argue that cyber
weapons could be categorized as weapons of mass destruction (WMD). As proof, in 2018 the US
Department of Defense announced a call for paper to explore the relationship between cyber
weapons and weapons of mass destruction, as the 4 categories of WMD (nuclear, chemical,
biological, and radiological) do not “include recent advancements in non-kinetic weapons of mass
effect and destruction” (Pomerleau 2018).
The goal of this paper is to look at the recent theoretical debate on whether cyber weapons belong
to the WMD class, or they still constitute just an unconventional offensive tool, which can partially
damage hostile electronic systems, including critical infrastructure, civil engineering, and energy
or military targets. It is important to say, that most of the resources for this paper are from the
USA, as this the country, which provides open-source information in form of documents and
articles about this topic. While I tried to find something relevant in Russian or Chinese databases
and websites, there was no real debate about considering cyber weapons as a class of the WMD.
This is one more reason why the topic should be discussed at the international level among the
global powers.
To show differences and similarities between WMD and cyber weapons, this paper firstly
summarizes the respective definitions of WMD and cyber weapons and speculates that the
individual definitions are suitable for cyber weapons to be considered as WMD. In the last chapter,
this paper analyses a linguistic problem, which results in one of the main differences between
WMDs and cyber weapons (destruction vs. disruption). In conclusion, this paper will try to offer
results and recommendations for the future of the status of cyber weapons.
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1 It’s all about the definitions…
Disarmament diplomacy officially still accepts and uses the general definition of WMD generated
by the United Nations Disarmament Committee in 1948, standing for ‘ atomic explosive weapons,
radioactive material weapons, lethal chemical and biological weapons, and any weapons
developed in the future which have characteristics comparable in destructive effect to those of the
atomic bomb or other weapons mentioned above’ (Carus 2012, 5, compare with UN 1967, 28).
The United Nations, as the only global international organization with tools to support and push
for disarmament, currently recognizes WMD as “a class of weaponry with the potential to, in a
single moment, kill millions of civilians, jeopardize the natural environment, and fundamentally
alter the world and the lives of future generations through their catastrophic effects” (UNRPD
2013). The first definition declares and saves some space for involving a new class of weaponry
into the WMD category in the future.
Whereas the definition of WMD is clear, a globally accepted definition of cyber weapons does not
yet exist. However, some authors have defined and characterized different kinds of cyberattacks,
with malware, phishing, SQL Injection, DNS Tunneling being among the most common (Cisco
2020), and there is a controversy about the term cyber warfare- according to some authors, cyber
warfare is operations executed by national actors ‘even before the battle has begun, infiltrating
networks, gathering information, and potentially even laying the groundwork for more aggressive
action’ (Singer and Friedman 2014, 128). De facto, such an action would be an act of war. On the
other hand, some authors oppose this term and argue that there is not enough empirical experience
of the use of force through computer codes. They were used only for espionage, sabotages,
hacktivism, and mostly cybercrime (NATO 2013).
It is true that, for cyber weapons to be considered as WMD, they would need to physically hurt a
high amount of people, and to achieve it, the best way for an attacker is to hit critical infrastructure
as the target. Probably the most damaging cyberattack on critical infrastructure was the Stuxnet
attack (which was the first cyberattack against state-owned property), which was aimed against
the Iranian Natanz nuclear fuel enrichment plant. The consequences were ‘faulty instructions sent
to the centrifuges, destroying a limited number of them’ (Carr 2013, 34), but it did not affect the
Iranian nuclear fuel enrichment production. Until today, more than 10 years since the recognition
of the attack, not a single actor claimed to be responsible for the attack, although the USA and
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Israel are considered as the probable attackers (ibid.).

However, the United States announced in 2016, that they used cyber weapons in the war against
ISIS, denying ‘their computer administrators access to accounts and deleted some content’ (Hatch
2018, 45), disrupting ISIS propaganda and mobilization campaigns. Though the attacks did not
pursue personnel casualties (and has not caused any), it can be considered a lawful attack in times
of war. This partly undermines the argument about cyber weapons not being used in warfare and
reinforces the argument for legislative coverage.
If an institution or a team of experts were to generate a definition of cyber weapons, it would need
to focus on distinguishing it from concepts of cybercrime and espionage (Mele 2014, 57), and the
definition should involve the following three components: the context of the used weapon (whether
it was resourced by a state or non-state actor and what was its target), purpose and mean/tool (the
attack was performed through information systems) (ibid., 58). Mele suggests such a complex
definition: ‘A part of the equipment, a device, or any set of computer instructions, used in a
conflict among actors both National and non-National, with the purpose of causing (directly or
otherwise) physical damage to objects or people, or of sabotaging and/or damaging in a direct way
the information systems of a sensitive target of the attacked subject’(ibid.).

2 Destruction vs. Disruption
While the UN follows the definition of the WMD mentioned above, W. Seth Carus from the Center
for Study of Weapons of Mass Destruction has found more than 50 official standing definitions of
WMD from all over the world (including the USA), from which not all include CBRN weapons
into this category. Some definitions exclude radiological weapons, while some recognize as WMD
all kinds of weapons capable of mass destruction and casualties, and others include weapons
capable of massive disruption (Carus 2012, 6). And this is one of the problems- there is a very
strong argument against cyber weapons as WMD, under which cyber weapons are more disruptive
than destructive, and therefore cannot be considered as weapons of mass destruction. Does it
mean, that cyber weapons could ‘unofficially’ be categorized as weapons of mass destruction, at
least by some actors, who define and follow a different WMD definition than the UN?
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At this point, it is important to notice a difference between destruction and disruption. According
to MacMillan Dictionary, destruction means ‘damage that is so severe that something stops
existing or can never return to its normal state’ (Macmillan Dictionary 2020), while disruption
stands for ‘damage that is so severe that something stops existing or can never return to its normal
state’ or a problem or action that interrupts something and prevents it from continuing’ (ibid.).
To overcome this issue, the United States´ National Military Strategy 2004 introduced a new
weapon class- weapons of mass destruction and effect (WMD/E). It ‘relates to a broad range of
adversary capabilities that pose potentially devastating impacts. WMD/E includes chemical,
biological, radiological, nuclear, and enhanced high explosive weapons as well as other, more
asymmetrical “weapons”. They may rely more on disruptive impact than destructive kinetic
effects’ (Joint Chiefs of Staff 2004: 1). Following this definition, the same document explicitly
states, that ‘cyberattacks on US commercial information systems or attacks against transportation
networks may have a greater economic or psychological effect than a relatively small release of a
lethal agent’ (ibid.).
In this definition, we can see, that the United States, among the first international actor,
acknowledged possible destructive and lethal effects of the cyberattacks caused by disruption of
computer systems. This definition reflects the dependence of modern society on critical
infrastructure and information technologies and electronic systems, where even a single disruption
may lead to a disaster. To conclude, the Americans promoted weapons with massive disruption
effect on the same level, as weapons with massive destructive effect (WMD), as both may bring
the same consequences, which is caused by the modern society´s dependence on information
technologies, electronic systems, and critical infrastructure.

3 Conclusion
The question of whether cyber weapons belong to the WMD class might not be solved any time
soon. For further research hard data are needed, however, these cannot be received after these
weapons are used in an armed conflict, and neither can the consequences be measured or analyzed.
Definitions of weapons were always generated after their application, meaning they were reactive.
In this case, we already know that these kinds of weapons may bring catastrophic consequences in
the worst-case scenario. Therefore, this paper recommends acting preventively and intensify the
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international debate in the UN GGE and OEWG groups, and find a compromise about the legal
treatment of cyber weapons, including definition, typology, treaties aiming to fight against
cybercrimes, and proliferation of know-how or computer viruses and other tools disrupting
electronic systems. The reactive solutions have been criticized in other international relationsrelated topics (for example the concept of Responsibility to Protect), so it is worth a try to take
preventive actions, which might save human lives.
The UN Disarmament Commission, or any other UN committee that will be generating the final
definition of cyber weapons, should bear in mind, that due to current technological development,
non-kinetic tools and weapons are now able to have a similar consequence as WMD. Furthermore,
the typology of cyberattacks is important due to the fact, that not every type of cyber weapon might
cause massive destruction, but they might only disrupt a limited number of devices in a given
electronic system, which will not necessarily have a catastrophic impact on society. Once such
aspects have been acknowledged, then the debate about cyberweapons as WMD might be much
easier to end. However, some relevant international actors may politicize the issue, and therefore
decide not to be a part of these debates, because it goes against their interests.
The final definition of cyber weapons (including if they can be considered as WMD or not) should
be incorporated in a new international multilateral treaty governing cybersecurity, ratified by state
actors which would bind all parties to use the same terminology and provide for an appropriate
system of remedies and sanctions in case of violations.
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The necessity to protect nuclear weapons from cyberattacks
Arta Haxhixhemajli

Introduction
Nowadays, the increasing number of cyber threats to steal sensitive information, block the whole
nuclear weapons-systems, attack the hardware, alter passwords in the software can have the
potential to start a nuclear war (McKay 2018).
All nuclear-armed states must react and manage the risk of cyber threats that can have an impact
on spreading nuclear weapons and starting a nuclear war with fatal outcomes. States must treat
cyber threats as an operational issue, societal, offensive capability, and a set of actors that differ.
The effect of cyber threats and cyberattacks could undermine the trust in nuclear deterrence and
impact the confidence in nuclear weapons capabilities. Therefore, nuclear weapons systems must
be reformed and updated with new tools, strategies, and tactics for protecting the whole system
against cyberattacks.
This analysis will try to summarize the issues of cyber threats and cyberattacks that happen in
different countries from known or unknown actors while giving some top recommendations on
nuclear-owned states to overcome and protect their nuclear weapons-system. In the end, the
analysis will try to conclude the potentiality of the states to tackle and reinforce policies to protect
national security and nuclear deterrence.

1 Issues
The digital world has produced numerous issues at stake, as cyber threats as a new way of forging
technology into a new reality that people are living. The new threats are shaping the technological
aspect of activities in a different spectrum. Cyber threats are treated differently because of their
capabilities to influence a small change to major turmoil. For instance, attacking and stealing
information on how to produce weapons, warhead programs and access to disclosed information
remains one of the challenges of protecting the nuclear weapons-systems. According to Thomas
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D’Agostino, The United States’ nuclear weapons face millions of cyber attacks daily from a “fullspectrum” of attackers (Futter 2016).
Cyberattacks against nuclear plants began in the 21st century and expanded throughout time by
following the evolvement of technology. For example, in 2016, the German nuclear plant suffers
cyberattacks while giving hackers access remotely. The officials found out that data/information
was hacked and collected by a Japanese research center for months. Or the other example in
Ukraine in 2015, where one plant was hacked and turned out all the lights from three to six hours.
More severe cases are when the facilities that hold plutonium and other nuclear materials are
attacked, such as the case in Japan in 2015. Or the Stuxnet case, the attack on Iranian Nuclear
Facilities. In this scenario, the facility that has nuclear materials can cause risks for spreading
nuclear weapons or another Chernobyl case. The other clear examples are in the figure below that
illustrate cyberattacks during the years that happened intentionally and unknown- the absence of
identifying attackers.

Figure 1. The Cyberattacks during the years
Source: Van Dine et al, Outpacing Cyber threats, 2016, pp.34.
Imagine if the hacker steals some crucial information on how nuclear weapons are about the state’s
nuclear capacity and shared it with non-nuclear states or non-state actors. Many examples follow
potential cyber threats and cyberattacks and from whom they come usually? Is it states or nonstate actors? The truth behind cyber threats or any attacks differs in terms of actors. It can be states,
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individuals, terrorist groups- all of us can be involved and spread the intimidation of potential
threats. In any way, cyber threats are catalyzers of spreading fear and disturbance of security. Most
states that possess nuclear weapons have at least once been attacked by cyber threats on nuclear
plants or systems.
Cyberattacks’ defined as an attack launched from one or more computers to another with an aim
to disable, disrupt, destroy, controlling, and stealing information from other computers (Cisco).
Cyberattacks’ origin cannot be defined as a traditional way of warfare (state vs state) rather than
it can be defined as a set of different actors attacking for a sole purpose. That is why when the
cyber-attacks cause many contradictions, polemics, discussion even conflicts can be present
between states accusing each-other. Imagine if nuclear weapons would be in the possession of
terrorist groups while they would exploit or attack the nuclear weapons system. The danger here
is that attacks of this nature if undertaken during a period of tensions and crisis, could lead to an
escalating situation and initiate cyberattacks on nuclear weapons. The consequences of such
cyberattacks would lead to a no-win situation with an impulse of wide spreading disorder for
countries possessing nuclear weapons.

2 Recommendations
Governments and non-state actors all have a role to play in addressing and outpacing cyber threats.
Therefore, numerous recommendations are needed in the means to use methods on minimizing the
consequences (MacAskill 2018). One of the recommendations can be that the governments need
to properly address the threat while developing a better understanding of their system. The
governments must upgrade and modernize the whole nuclear weapons system based regularly.
They need to find out which aspects of their system have weak spots and fix them for future usage.
Additionally, states must be able to identify when it comes to the resources and capabilities of
cyber threats. Hence, all state-owned nuclear power plants must conduct annual assessments of the
cyber resilience in their systems.
Another recommendation can be the improvement of the security system while implementing
common security standards. Governments and companies must improve information sharing, and
they need to learn from each-other that sharing information is not an open gate for a hacker to
exploit but rather cooperation to overcome and address potential cyber threats. Another point
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would add up to investment in research actives. States must work together and engage deeply in
research especially with cybersecurity institutions, and they can share and conduct the same
policies for a better performance of the systems.
Moreover, the decision-makers should gather information about the uncertainties in the
cybersecurity of nuclear weapons systems. The risk of cyberattacks requires urgent attention from
states without nuclear weapons where they have nuclear allies, and if nuclear weapons are
stationed on their territories, and in any country that might have an effect on stability.
In the end, all the decision-makers must put cybersecurity for nuclear weapons systems as a top
priority for safety and national security. Nuclear weapons must remain a priority for all actors and
they should take action to prevent cyber threats and to stop cyberattacks. The risk cannot be
countered alone and all actors must work together on combating any potential threatens coming
from cyberwarfare. After all, it is the public that will pay the ultimate price for uncritical
satisfaction regarding the cybersecurity of nuclear weapons systems.
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Cyber Mercenaries: A New Weapon in International Conflicts?
Michael Andruch

Introduction
Accessibility and anonymity of the Internet are the basic characteristics that are being misused by
cybercriminals. However, the services provided by these criminals can often be useful for
international actors to achieve their goals and interests in the international system, when they lack
the capacity to reach them. According to the realist theory of international relations, states (the
most relevant actor of the system) would be willing to pay an honorable price to cyber mercenaries,
who could help them assuring the most salient objective- survival, or any other strategic objectives
in the cyberspace. Though the states are not the only actors in the international system, the problem
of identifying the real author of the cyber-mercenaries- an attack is becoming increasingly
difficult, especially when the author wishes to stay anonymous.
In the first part of this paper, I would like to introduce the term cyber mercenaries, the legal
challenges it raises, and several examples from the real world to show their credibility. The second
part of the paper will touch upon the possible impacts of cyber-attacks conducted by cyber
mercenaries on international relations nowadays.

1 Definition and legal challenges of the term
It is important to note, that there is no legally enacted definition of cyber mercenaries, neither by
the United Nations nor was it added to the Geneva Convention Protocols so far. Yet, scholars
derived a slightly adapted definition from the definition of mercenaries. S. Noor in her article
Cyber (In) Security: A Challenge to Reckon With introduces cyber mercenaries as “an individual
or a group of experts who can offer their skills to anyone who will pay them a good amount of
money“ (Noor 2014, 17). Tim Maurer in his phenomenal book Cyber Mercenaries: The State,
Hackers, and Power does not explicitly define cyber mercenaries, but talks about cyber proxies
that are used “for the projection of power” (Maurer 2018, 6). Proxies are contributing or
conducting offensive cyber operations against devices owned or operated by an adversary and can
be divided into state and non-state proxies. Maurer recognizes three kinds of non-state proxies
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based on organizational structure: individual, small, informal networked group, and more formal,
hierarchical group of people (ibid., 17). While the more informal groups can consist of profitdriven cybercriminals, among formal groups we can see also observe private military or security
companies specializing in cyber operations. Maurer sees an increase in similar groups, and together
with reports from cybersecurity companies like Kaspersky Lab or CrowdStrike, they predict, that
the “private cybersecurity contractors” exist all around the world and that their number will grow
(ibid., 19).
The resulting legal problems can be connected to the problem of the terms mercenary and private
military (or security) company respectively. Although international humanitarian law refers to a
mercenary as a person who:
“(a) is specially recruited locally or abroad in order to fight in an armed conflict;
(b) does, in fact, take a direct part in the hostilities;
(c) is motivated to take part in the hostilities essentially by the desire for private gain and, in fact,
is promised, by or on behalf of a Party to the conflict, material compensation substantially in
excess of that promised or paid to combatants of similar ranks and functions in the armed forces
of that Party;
(d) is neither a national of a Party to the conflict nor a resident of territory controlled by a Party
to the conflict;
(e) is not a member of the armed forces of a Party to the conflict; and
(f) has not been sent by a State which is not a Party to the conflict on official duty as a member
of its armed forces” (Federal Department of Foreign Affairs 1978, 263),
the private military (nor security) companies (PMCs/PSCs) are not regulated by international
humanitarian law treaties or by customary international law (Doswald-Beck 2007). PMCs can be
defined as “corporations specializing in military services” (Akcinaroglu & Razdiszewski 2012,
796), whose activities range from engagement “in combat and provide military training, to firms
responsible for logistical tasks” (ibid.). Although PMCs have no legal status under international
humanitarian law, their employees have it, depending on the activities conducted in the conflict.
Therefore, any violations of international humanitarian law need to be solved on a case-by-case
basis, to determine whether a PMC can be considered as a part of military personnel of the party
to a conflict, or not. It is important to keep in mind, that PMCs are still legal persons, and can be
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sued in a court of law. The same applies to the contractors of the PMCs, whose legal status in a
conflict depends on their activities mostly. If they directly participate in hostilities, they are
losing the status of a civilian, and they are becoming a combatant, and “he or she risks not only
being denied POW status and therefore tried for national crimes such as murder and carrying of
arms, but also being tried for the specific crime of mercenaries” (Doswald-Beck 2007, 123).
In the case of cyber mercenaries, they are usually companies with the status of a legal person,
meaning they are very similar to the PMCs. However, cybersecurity companies that are selling
their services to governments, are not necessarily conducting only illegal activities, as they may
offer predominantly defense systems for companies to secure their data, networks, etc. Plus, even
if a cybersecurity company has been accused of a cyberattack, the identity of a real attacker does
not have to be known (as e.g. in the case of the Bahamut hacking group), and a lawsuit would be
more difficult. Even where the attacker´s identity is revealed, in the case of an international
cyberattack a question remains, according to which law should the attacker in cyberspace be sued?
International or national criminal law? Besides that, there are more legal, technical, and ethical
problems with conducting offensive cyber operations, some of which are included in this
publication.

2 Impacts on international relations
First of all, the anarchic nature of international relations contributes to conducting cyberattacks, as
there is no central authority that would regulate cyberspace. The permanent threat of cyberattacks
would force countries to build better cyber defense facilities and institutions. However, this is an
environment where the cyber mercenaries might thrive, as they usually employ highly skilled
professionals, and their work is more effective than the work of a newly established state
institution. If such an attack occurs, there is a possibility that an actor who paid the mercenaries to
conduct this cyberattack, will remain unknown. In the current multipolar world characterized by
several centers of power (both hard and soft), it may result in a very unstable environment full of
distrust and suspicions, causing security dilemmas, and escalating into a diplomatic or armed
conflict.
Private companies offering their services in hacking and other types of cyber-attacks may establish
relations with each other and start to share their know-how, or on the other hand, to sell it and
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proliferate the know-how needed to conduct cyberattacks. Thus, such proliferation of cyber
weapons would be dangerous, especially if it would be happening on a black market illegally
without any control. Furthermore, there is a quite new phenomenon known as front companies,
which “covert public entities with political rather than economical motivations” (Singer 2003, 48).
Current examples of their use include Iran (for different purposes), North Korea (which is using a
front company in China to sell malicious software to customers in North Korea), and even the CIA
has used this method for a couple of decades (Maurer 2018, 19). Such behavior of states might
contribute to the distrust in international relations and increase the tension among the countries.
However, the decision to enter a conflict even in cyberspace might not be caused by an external
threat, but by the internal pressure of a military complex lobby. According to Li Zhang´s report in
the International Review of the Red Cross, “China is aware that the United States and other
Western countries are actively using defense contractors such as Lockheed Martin, Boeing,
Northrop Grumman, and Raytheon for cyber-weapon development and deployment. These
companies, one after another, are aiming at the cyber weapons market” (Zhang 2012, 805).
Companies might invoke pressure on the governments to enter a conflict in order to generate
greater profit despite hypothetical damage to the target societies and possible casualties caused by
such weapons. As The Financial Times reporter indicates, these groups of companies have formed
a “cyber-security military-industrial complex” to “sell software to the US government that can
break into and degrade or destroy an enemy´s computer network, as well as programs aimed at
blocking such attacks” (Menn 2011). Such weaponization is very dangerous under the pressure of
its producers in an already tense international relations system.
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The New Generation of Wireless and Cybersecurity
Arta Haxhixhemajli

Introduction
Living in a world with regular slowdown network connections occurring at our times indulges the
need to create a new technology of wireless so everyone can access the internet faster. The fifth
generation of wireless known as 5G is expected to be one of the most important innovations of the
decade that will support the billions of devices on our planet.
Although each generation had benefits, they created a vacuum throughout the years as the new
generation tries to remediate the struggles of the previous experience. The 5G network holds an
irreplaceable position compared to the previous generation — 4G (Gopal 2015). Accordingly, 5G
will represent a new challenge to every actor, not only in terms of network users' safety but in
terms of the obstacles brought by this new generation of wireless against building an environment
safe from any possible intruder.
This paper will analyze the advanced features of 5G networks that might lead to an increased attack
surface, adding to the fact that competition between states is inevitable due to future trends and
limitations to the security of the whole network.

1 The New Generation of Wireless- Benefits, and Implications
The necessity to connect faster and more easily has become part of our daily routine, where the
connection of more devices is vital to our network. The new generation of wireless wants to
provide quicker downloads and easier access for the users since keeping up with friends and family
via social media is important to all of us.
The new technology of wireless will outgrow at the same time the Internet of Things known as
IoT. Specifically, 5G will transmit tons of data over short distances for a shorter period (West,
2016). The main benefits of the new network technology will be as follows:
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The upgrade of the Internet of Thing known as -IoT- will expand the usage of the wireless and
open ports to unlimited access and it will upgrade tech-based growth both for the industry and
consumers in the long run.
It is faster than 4G and supports efficiently the cities - it will aim to give more efficient, productive
work for our lives and will support the cities for better infrastructure monitoring. With new features
of the network, everyone that is connected and part of the system can download movies, songs in
seconds compared to the previous generation when it took minutes or even hours.
Battery saving - it will switch to low-energy use and extend the device battery for a longer period
so that it will stay unplugged more than it is supposed to. At the same time, 5G can carry more
devices while expanding the radio waves (Noohani 2020)
Generally, 5G brings new opportunities and massive changes for the networks, and it will carryout implications such as the deployment/cost or the installation of the 5G as part of the transmitters
to cover the cells for cellular. Moreover, the other implications include the competition and
national security of states from the envy to have 5G as the new generation.

2 The competition between the USA and China- Who will take
control over 5G?
Two of the most powerful countries, the USA and China, are fighting over 5G leadership. The race
between these two states is to lead the global supply chain and the deployment of a new generation
of wireless. Arguably, the Chinese Government is faster to achieve leadership due to the USA's
slow bureaucratic processes, outdated regulations, and concerns of the national security to track
and monitor enterprises such as Huawei and ZTE as an integral part of the 5G supply (Mariani
2019).
If the USA is going to maintain an edge over China, it must organize a strategic and coordinated
action, or facilitate faster access to infrastructure assets. Moreover, the USA, to be part of the
competition, must push policymakers and private companies to efficiently increase research so it
can plan and enable the future platform at an advanced pace.
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Mature decisions must come from both countries and should be followed by a range of regulatory
and legislative directives for the new technology. Even though the USA had the lead for ten years
of the previous generation 4G, again it needs to catch up with China (Analytics 2018). As for
advice, the USA needs to be vigilant and create a pathway for quick pacing to take control over
5G. In the end, 5G can become a proxy battlefield for powerful countries with whom to align, and
peripheral countries must be cautious to avoid becoming a red zone of rivalry. If such rivalry
between the United States and China consolidates into long competition could set division in the
world, and the USA can pressure its allies to take a side and ban all the Chinese innovation. The
peripheral countries can become targets of the new division as a result of leadership in the
following New Generation of Technology. Therefore, a new order might change and leave the
USA behind due to the rapid growth of Chinese Technology.

3 The impact of 5G on cybersecurity
The impact of 5G on cybersecurity 5G improves capabilities and reduces network delays while
introducing new risks that are dangerous for the users and governments, and incentivize them to
address this issue through new policies toward wireless. Therefore, the new generation of wireless
leads to another concern: cybersecurity.
The impact of 5G on cybersecurity depends on the features of accessing the network. varies from
a different feature that it provides. For example, 5G moves away from a centralized position and
opens a new gate to a web of digital routers throughout the network while excluding the potential
chokepoints for regular control. Additionally, 5G complicates cybersecurity by virtualizing the
software high-level network functions that can be used by different states or actors for various
reasons. Imagine, if the attacker gains control of the vulnerable software, then it means free access
to control the whole system as an easy task.
The other concern attacks on devices connected to the network are referred to as IoT. These attacks include
devices connected to the wireless and exploit activities on a daily basis. For example, a case that
happened in July where Russian hackers penetrated the IoT devices to gain access where they
could exploit the software. In this scenario, devices that are plugged and connected might lead to
an exploitation of the software (Sebenius 2020).
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States will face obstacles in trying to harmonize the cyber regulatory policies when they decide to
implement 5G as their integral part of the network. They must develop new paradigms on
escalating failures and attacks on using 5G. Consequently, states need to develop detailed
compliance requirements for the new generation of wireless technology. Moreover, states must
protect their citizens from the equipment’s vulnerability from attacks because they need to control
all the devices before they connect to 5G. The verifying process should include securing DevOps
to ensure high software quality, re-engage international bodies, and certified institutions to ensure
that 5G practices are set at the required level (Meirosu et al 2017).

Conclusion
Cybersecurity remains a critical concern of states, and 5G can a significant impact on it.
Cyberattacks can come throughout commercial networks, devices, and applications and the new
generation of wireless can open the door to the attacks mentioned above. However, the competition
to take control over 5G remains ambiguous due to the highly competitive scenario of both countries
— the USA and China. Additionally, all the responsible actors need to upgrade and address
protectively 5G as a new network. What countries have implemented as part of the cybersecurity
policies is not enough to enable a bright future for the usage of the 5G.
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Figure I- The Pros and Cons of 5G Technology Shreeya, 10 Pros and Cons of 5G Technology,
2019, https://honestproscons.com/pros-and-cons-of-5g-technology/
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Cognitive Warfare: The Battlefield of Tomorrow?
Alexandra Borgeaud dit Avocat

Introduction
“Power is in tearing human minds to pieces and putting together again in new shapes of your
own choosing.”- George Orwell
The past couple of years have witnessed a growing interest, from both civil and military
communities, for Cognitive Warfare. However, is this concept truly new? If so, what distinguishes
it from Information or Cyber Warfare? What role do modern technologies and neuroscience
advancements play in such a distinction? Most importantly, what could be the consequences for
the international security environment and the future of conflict? This short essay will attempt to
answer these questions, first by providing an overview of the possible military applications of new
technologies and breakthroughs in neuroscience, before addressing how these could influence the
human brain and mind and the potential impact for future armed conflicts. Part III will in turn
unpack the concept of cognitive warfare and analyze, building on the recent literature from military
and intelligence organizations, what distinguishes it from information warfare. Finally, the fourth
part will explore possible solutions to tackle the technical, legal, ethical, and political issues raised
by the concept of cognitive warfare.

1 New Technologies, Neuroscience, and the Future of Conflict
In a current geopolitical climate characterized by the return to ‘bloc thinking’ and the perception
that military strength equals a higher degree of security, modern technologies and revolutionary
developments in neuroscience add yet another layer of complexity in an already challenging state
of affairs, and have gained a lot of attention over the past decade.
On the one hand, the growing consensus is that “today’s technological advances are deemed
disruptive not only in market terms but also in the sense that they are “provok[ing] disruptions of
legal and regulatory orders”, having the potential to “disturb the deep values upon which the
legitimacy of existing social orders rests and on which accepted legal and regulatory frameworks
draw” (Kavanagh 2019, 2). This is especially true in the military field, as the world is witnessing
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an “ever-closer fusion of computers and warfare at a time of unprecedented soul-searching about
democracy itself” (Valasek 2019, 3). According to the NATO Science and Technology
Organization, “over the next 20 years, four overarching characteristics can be expected to define
many key advanced military technologies: 1. Intelligent, by exploiting integrated AI, knowledgefocused analytic capabilities, as well as AI – human teaming; 2. Interconnected, by exploiting the
network of virtual and physical domains; 3. Distributed; and 4. Digital, by blending human,
physical, and information domains to support novel disruptive effects” (NATO Science and
Technology Organization 2020). Beyond the physical and virtual domains, the present essay
focuses on the cognitive space, where hacking tools can be used for political purposes to distort
images, produce, and disseminate fake news through tactics such as targeted data collection,
content creation, and false amplification (Kasapoglu & Kirdemir 2019, 35-36). A specific example
of content creation is a DeepFake, a recent machine learning-based technology, built around
convolutional neural networks, used to produce or alter video/image content so that it presents
something that did not, in fact, occur.
On the other hand, advances in neuroscience and behavioral economics have allowed for enormous
progress in understanding how the brain works and the underlying mechanisms of heuristics and
cognitive biases.3 Defense departments and intelligence agencies increasingly rely on brain
research to extract tools and methods that could be employed as weapons “to directly affect
cognitive and physical abilities of both friendly forces (i.e.- optimization effects) and adversaries
(i.e.- denigration effects)” (Giordano 2019).
One could easily imagine the consequences of such tools, especially when combining both
technological and heuristic dimensions, to a military context. By creating and disseminating
DeepFakes, for example, a growing number of actors can take advantage of people’s inherent and
numerous cognitive biases, as well as cognitive vulnerability— “a premise that the audience is
already predisposed to accept without too much critical thinking because it makes a fundamental
emotional appeal to existing fears or anxieties” (Waltzman 2017), to manipulate a given narrative.
Indeed, by assessing, accessing, and targeting neural structure and cognitive, emotional, and
behavioral functions of both individuals and groups, they could, inter alia, be used by state and
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See notably the seminal work of Tversky, A.; Kahneman, D., "Judgment under Uncertainty: Heuristics and
Biases", Science Vol. 185, Issue 4157, pp. 1124–1131, 1974.
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non-state actors alike to recruit new members into their armed forces, to augment warfighters’
cognitive performance, to deceive the enemy by claiming a crucial victory, or to manipulate public
opinion into supporting a protracted conflict. By offering the opportunity to inflict a defeat without
using physical force, “the control over knowledge, beliefs, and ideas are increasingly regarded as
a complement to control over tangible resources such as military forces, raw materials, and
economic productive capability” (Cavelty 2015, 401).

2 Cognitive Warfare: A Proposed Definition
However, is the concept of cognitive warfare really new? If so, what distinguishes it from
information or cyber warfare? Giuseppe defines it as “the capacity to use knowledge for the
purpose of conflict” (Giuseppe 2018). At this point, a first caveat should be introduced. Indeed,
and for reasons further detailed in the next section, one should be wary of using the term ‘warfare’
to refer to disinformation or instances of manipulation of public discourse in peacetime (Rosner &
Siman-Tov 2018).
Focusing then on wartime, does cognitive warfare represent a new concept? After all, Sun Tzu
was, in its seminal work The Art of War (Vth century BC), already referring to such methods by
stating that “the highest form of warfare is to out-think the enemy” (Trapp & Tzu 2012). While
disinformation and propaganda have indeed played a critical role in warfare over the centuries, the
1990s saw the emergence of the term ‘information operations and warfare’ to describe “the
collection of tactical information about an adversary as well as the dissemination of propaganda
in pursuit of a competitive advantage over an opponent” (RAND 2020), to be placed in a new
landscape of “increasingly digitized and networked infrastructure underpinning contemporary
warfare” (Libicki 2017). Nevertheless, information operations remained largely accessory to
traditional kinetic efforts on the battlefield. The advent of ‘hyper-connectivity’ at the end of the
2000s marked a turning point, unprecedented democratization not only of information but of
various tools and platforms, enabling state and non-state actors alike to influence, anonymously if
needed, an ever-larger global audience. Cognitive warfare thus appears as information warfare
“with something added” (Bienvenue & Rogers & Troath 2018), namely the ability to combine the
understanding of subconscious, emotional, and behavioral functions of individuals with
technology to steer human behavior and beliefs into the desired direction.
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3 Possible Solutions at the Technical, Legal, Ethical, and Political
Level
The previous section has established that cognitive warfare might indeed constitute a new
phenomenon. Should the existing legal and governance frameworks be updated as a result?
At the technical level, innovative tools are urgently needed to detect DeepFakes and fake news in
general. AI-enabled fact-checkers or digital forensic software could constitute possible solutions.
At the legal level, the use of the term ‘warfare’ when referring to a situation of conflict has major
implications for two bodies of international law: jus ad bellum, or the rules governing the use of
force, and jus in bello, or international humanitarian law (IHL). With regard to IHL, ruses of war,
or “acts which are intended to mislead an adversary or to induce him to act recklessly” (Federal
Department of Foreign Affairs 1978, 259), “and the employment of methods necessary to obtain
information about the enemy and the country are considered permissible” (Schindler & Toman
1988). IHL however prohibits perfidy – “acts inviting the confidence of an adversary to lead him
to believe that he is entitled to, or is obliged to accord, protection under” IHL (Federal Department
of Foreign Affairs 1978, 258). There are no a priori reasons why these rules could not apply to
cognitive warfare. With regard to jus ad bellum, could DeepFakes or fake news ever amount to a
“threat to the peace, breach of the peace, or act of aggression” under Article 39 of the UN Charter,
thus triggering the right to self-defense of the targeted state (Article 51)? The Tallinn Manual on
the International Law Applicable to Cyber Warfare could provide a useful starting point and could
be further developed to take into account technological developments.
It seems however that the international community should first and foremost focus on the ethical
dimension of cognitive warfare, as well as political and diplomatic solutions, as cognitive
‘weapons’ primarily endanger trust in an already polarised geopolitical climate and raise crucial
neuroethics issues. The adoption of confidence and security-building measures continued
information sharing and dialogue in multilateral fora such as the UN Group of Governmental
Experts on Advancing responsible State behavior in cyberspace in the context of international
security or the Open-Ended Working Group on Developments in the Field of ICTs in the Context
of International Security would constitute positive first steps. The adoption of a multi-stakeholder
approach to governance, bringing together experts working in areas such as cognitive science,
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computer science, ethics, public policy, and psychology, also constitutes a sine qua non-condition
to tackle the issues raised by the emergence of cognitive warfare.

4 Conclusion
This short essay aimed at providing both academics and policymakers with conceptual clarity and
potential governance solutions. While cognitive warfare might indeed constitute a new
phenomenon to be dealt with, traditional governance solutions – solid legal frameworks,
cooperation, information sharing, and trust-building – might be still worth considering. Such
solutions should be explored and implemented long before an actual conflict arises.
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Conclusion
The purpose of this collection of essays is quite ambitious: To evaluate the impact of new and
emerging technologies on the future of warfare while exploring potential solutions in terms of
governance and regulations in an increasingly complex international security environment
characterized by weakened multilateralism and the growing perception that military strength
equals a higher degree of security. The authors recognize that their recommendations and analyses
are by no means exhaustive. Indeed, beyond nuclear weapons and infrastructure, the increasingly
popular notions of space warfare and counter-space capabilities deserve greater attention.
Likewise, cognitive warfare and the growing use of hacking tools for political purposes to distort
images and disseminate fake news could have merited a longer and more detailed essay.
Notwithstanding these inevitable shortcomings, these essays hopefully succeed in shedding light
on some key features of new and emerging technologies, such as their interconnected and dualuse nature and possible security implications. These characteristics result in turn in easier and
faster proliferation, both at the vertical and horizontal level and in the consequent empowerment
of non-state actors and technologically advanced States. Likewise, increased autonomy in
weapons systems should constitute a key feature of the battlefield of the future, although further
research is needed on the consequences and risks associated with algorithmic decision-making,
beyond kinetic operations. The international community should urgently address the issue of
military applications of new technologies and design innovative governance arrangements to
complement traditional arms control approaches, such as multi-stakeholder mechanisms to
inclusive participation of scientists and industry. Given the unprecedented risks, both
humanitarian and strategic, posed by military applications of new and emerging technologies,
foresight is of crucial importance. Only by modernizing arms control through innovative and
inclusive approaches to technology governance can States define shared understanding and
interests and build back, ultimately ensuring a safe and stable future security environment.
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